Mark L. Pappin

Email: mlp@acm.org

Phone: +1 615 422 5657

Location: Nashville, Tennessee

Open to relocate: yes

Citizenship: USA (naturalized), Australia (birth)
Web: mlp.sarce.net

LinkedIn: linkedin.com/in/markpappin

Summary

Experienced engineer and consultant with a strong background in information security, PKI, technical
writing, systems administration, programming, and electronics design. Skilled at rapidly learning new
technologies and transferring knowledge to others, with a proven record of building embedded systems,
security tools, and documentation frameworks.

Hands-on expertise across Unix, Linux, networks, C, Perl, LaTeX, HI'ML, embedded systems, and electronics
hardware. Experienced in both enterprise-scale infrastructure (PKI frameworks, network administration,
compilers, and systems integration) and maker-scale rapid prototyping (RISC-V badges, IoT devices, custom
electronics for DEF CON and security communities).

Work History

615 Labs, Nashville TN Sep 2022 — present
Engineer-in-residence (volunteer)

e Designed and delivered multiple electronic badge projects.

e Mentored junior software and hardware designers.

e Diagnosed and repaired user-supplied circuits.

PDI Technologies (originally Cybera), US remote Dec 2017 — Jun 2025
Senior Development Engineer

e Maintained and enhanced configuration tools for security appliances (Perl, Linux, OpenVPN, C).

e Designed extendable module API for Virtual NOC agent.

e Implemented initial modules and configuration database.

Microchip Technology, AU remote, US remote Aug 2012 — Dec 2017
Senior Software Engineer — C Compilers

e Provided Level 3 pre- and post-sales support.

e Contributed to development and testing of C command-line compilers.

e Improved build automation (Bamboo) and floating-point libraries for embedded MCUs.

e Implemented subscription and dongle-based license clients.

National E-Health Transition Authority (under Ashdown Consulting), Brisbane, Australia
May 2012 — Jun 2012

Perl Analyst / Technical Writer
e Investigated and documented legacy Perl programs critical to business workflow.

e Advised on tools for technical writing and software development.


mailto:mlp@acm.org
https://mlp.sarce.net
https://www.linkedin.com/in/markpappin
https://615-labs.com
https://pditechnologies.com
https://microchip.com

Cryptsoft, remote Mar 2012 — present

Engineering Consultant (part-time)
e Specialized in PKI systems, VMware, and security consulting.

e Long-term consulting engagement running alongside other roles.

Guvera, Gold Coast, Australia Oct 2011 — Apr 2012
NOC Engineer

e Updated network diagrams and technical documentation.
e Developed monitoring scripts to interface with NAGIOS.
e Liaised with providers to resolve remote server issues.

e Maintained and upgraded GlusterF'S installations.

CITEC (under Bridge Point Communications), Brisbane, Australia ~ Oct 2009 — Sep 2011

Information Security Engineer / Technical Writer

e Designed and implemented PKI documents and systems for Queensland Government.

e Prepared materials for QGPKI audits, workshops, and compliance reviews.

e Developed custom Perl CGI/web apps for certificate management and content updates.

e Produced template PKI documentation adopted across multiple agencies.

HI-TECH Software, Brisbane, Australia Nov 2004 — Jan 2008
Technical Support Engineer — C Compilers

e Provided pre- and post-sales support, UNIX/SQL administration, and web server maintenance.
e Supervised and trained technical staff.
e Contributed to compiler libraries and floating-point implementations in C/assembler.

e Introduced virtualization (VMware), improved change management with SVN.

Torema Australia, Narangba 2000 — 2003

Product Design Engineer

e Designed toroidal transformers and implemented quality procedures.

Education Queensland, Tablelands-Johnstone District 1997 — 2000

Systems Technician
e Supported school administration hardware/software.

e Assisted with LAN design, equipment selection, and configuration.

BushNet, Atherton Tablelands 1997 — 2000

Systems Administrator (part-time)

e Managed web, proxy, DNS, and email servers.


https://cryptsoft.com
https://services.citec.com.au

Queensland DPI / DNR (CorpTech), North Region 1994 — 1997
Computer Support Officer

e Provided computer hardware and software support for government offices.

Queensland University of Technology (QUT), Gardens Point 1991 — 1993

Tutor — Electronics Engineering (part-time)

e Tutored undergraduate electronics students while completing degree.

Education

Queensland University of Technology, Brisbane
Bachelor of Engineering (Electronics) / Bachelor of Information Technology, 1988 — 1993

Certifications

e CISSP (Certified Information Systems Security Professional), ISC2 — Issued Sep 2012

Skills

e Operating Systems: Unix, Linux, MacOS, MS Windows

e Networking: TCP/IP, DNS, Firewalls, Open VPN, Network Security

e Programming: C, Perl, LaTeX, HTML, Shell scripting, Assembler

e Tools: Git, Subversion, Fossil, Eclipse, NetBeans, Bamboo CI, Jira

e Security: PKI, Information Security, Risk Assessment, Computer Security

e Systems: System Administration, Virtualization (VMware, Virtualbox, KVM), Cloud Computing

e Electronics: Embedded Systems, Hardware Design, CAD, Rapid Prototyping, 3D Printing

Technical Writing and Documentation

Affiliations

e dc615 (DEF CON Local Group Nashville)

e DEF CON Makerspace Community

e Open Web Application Security Project (OWASP)

e Association for Computing Machinery (ACM)

e Institute of Electrical and Electronics Engineers (IEEE)

e IEEE Computer Society

e Engineers Australia (1993 — 2019)

e Australian Information Security Association (2010 — 2016)
e Systems Administrators Guild of Australia (1996 — 2016)

e Electronic Frontier Foundation (EFF)


https://qut.edu.au
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Projects

e soldering workshop multi-application PCB (PhreakNic 2025, WWHF 2026): through-hole and
surface-mount; LEDs, resistors, capacitors, 555 timer.

e Q&D Blinky (DEF CON 2023): RISC-V based badge with multiplexed 7-segment LEDs and scrolling
text.

e Tennessee Cybersecurity Badge (DEF CON 2024): Commissioned custom art, integrated RISC-V,
e-paper display, addressable RGB LEDs, SAO connectors, WiFi.

e Tiling SAO Display (DEF CON 2025): Modular display with magnetic pogo pins, buck converter
modules, and reverse/over-voltage protection.

e dc615 Challenge Coin (DEF CON 2025): Fully enclosed electronic coin with RISC-V and multiplexed
LEDs.

e PDI Technologies: SCA (Security Appliance) configuration database.

e Cybera: Extendable module API for Virtual NOC agent.

e Microchip: Improved PIC18 multi-byte integer multiply routine.

e Microchip: USB dongle for license management.

e National E-Health Transition Authority: Analysis and documentation of Perl code.

e Guvera: HBA firmware upgrade in Chicago, performed remotely from Brisbane.

e Guvera: GlusterFS stabilization.

e CITEC: Queensland Government Public Key Infrastructure policy document templates and instantiations.
e CITEC: Queensland Government Public Key Infrastructure repository web servers.

e CITEC: Queensland Government Public Key Infrastructure certificate Registration Authority web server.

e HI-TECH Software: Design of protocols for use of SVN repository as Content Management System by
Marketing staff.

e HI-TECH Software: Added low-overhead overflow checking to PIC18 floating-point code.
e HI-TECH Software: Added Flash-writing code to PIC24 and dsPIC library.

e Home: Configuration of Gentoo Linux on DEC Alphaserver, including SATA HBA, USB controllers, and
PCI video-frame-grabber cards.

e Home: Installation of UTP structured network cabling.

e Renke Holert: Proofread technical documentation, including checking and correction of English spelling,
grammar, and sentence structure.

e Education Queensland: Setup of Norton Ghost for single-click re-imaging of school computer lab.

e Torema: Creation of user-friendly transformer design-and-simulation spreadsheet for regular use by
less-technical staff.

e Torema: Design and construction of new magnetic-core test equipment.
e Torema: Design and manufacture of packaged medical isolation transformer.

e Education Queensland: Prepared plans for installation of structured cabling (optic fibre and Category 5
UTP copper) in schools.

e Education Queensland: Prepared and distributed improved workstation-setup CDROM.

e Education Queensland: Used FreeBSD and discarded hardware to set up document-distribution server.
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e Process Control Engineers: Developed code in C for embedded microcontroller in dry-ice dispenser.
e Queensland DPI: Prepared plans for upgrades of office structured cabling.

e Queensland DNR: Specified and oversaw installation of WAN expansion via microwave links.

Publications / Technical Writing

e Authored numerous technical articles for HI-TECH Software customer newsletter.

e Prepared and proofread formal technical documents for Queensland Government (QGPKI).

e Produced QGPKI Template documents and instantiated them for 12 Whole-of-Government CAs.
e Developed detailed technical documentation and user guides for compiler toolchains at Microchip.
e Created technical documentation, network diagrams, and process manuals at Guvera.

e Delivered technical training materials and knowledge transfer documentation for PKI and system
administration projects.

Recommendations

e Ben Evans, Engineering Manager (2012): “Mark brought a detailed approach and a breadth of
knowledge to his role at Guvera. Working on difficult projects, he was still able to keep traction and
remain focussed. Mark would be a valuable asset to any NOC team.”

e Glen Mattocks, Security/GRC Specialist (2011): “Mark brought a great attention to detail to our
team, ensuring designs, documentation and formal specifications were correct in all details. His analysis of
designs and processes was thorough and logical. The documentation was greatly improved due to his skills.
A pleasure to work with.”

e Andrew Lanham, Principal Software Engineer (2011): “In all things Mark applies an exceptional
attention to detail, extensive knowledge and thorough problem-solving skills to achieve positive outcomes.’

)

e Jeffrey O’Keefe, Engineer (2011): “Mark was extremely thorough, had extensive background
knowledge and was able to work independently.”



